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Lesson 4
Network and Service Access Controls (firewalld and Fail2ban)
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1. Overview of the netffilter, iptables and the firewalld

netfilter is the packet filtering framework inside the Linux 2.4.x and later kernel series. This
framework enables packet filtering, network address [and port] translation (NA[P]T) and
other packet mangling.
iptables is a widely used firewall tool that interfaces with the kernel’s netfilter packet
filtering framework. The successor of iptables, nftables, has been released since 2014 too.
firewalld is like the iptables service which talks to the netfilter framework in the kernel
through the same interface, using the iptables commands. firewalld is installed and enabled
in Oracle Linux 8 by default. There are two main differences between firewalld and iptables.
1. firewalld can change the firewall rules/settings during normal system operation without
existing connections being lost.
2. firewalld provides both command line and GUI interfaces to the system administrators.
Ref: https://netfilter.org/

2. Exploring the zones and pre-defined services of firewalld

On any system:

1. Start the Firewalld GUI by going to Applications, Sundry, Firewall, or by running
“firewall-config”.

firewall-config

2. Click on the Zones tab to view the zones. Click on the Interfaces tab to view the network
interfaces that are currently in each zone. (see following diagram)

Firewall Configuration £3

File Options View Help

v Active Bindings Configuration: Runtime
onnections ZMes Services IPSets
ens160 (ens160)
Default Zone: public irewalld zone defines the level of trust for network connections, interfaces and source addresses bound to the zone. The zone combines
p Afi ld def he level of f k f d dd bound to th Thi b
virbrO (virbr0) services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be bound to interfaces and source
Default Zone: public addresses.
Interf:
nteraces block ® Source Ports Masquerading Port Forwarding ICMP Filter Rich Ruleg
Sources dmz
q Add entries to bind interfaces to the zone. If the interface will be used by a connection, the zone-will be sefto the
rop zone specified in the connection.
external
home
ensl60  Default zone used by network connection '115487a8-005c-4998-9a14-5cc0e6e0c088"
internal
libvirt
a
public
ed 4\

work

The default zone is highlighted in blue

Add Edit Remove

Chanae Zone
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3. You can also view the list of the zones and the details of them using one of the following
command lines.

firewall-cmd --get-zones
firewall-cmd —--info-zone=<zone name>
firewall-cmd --list-all-zones

4. View the default zone and its details

firewall-cmd --get-default-zone
firewall-cmd --info-zone= firewall-cmd --get-default-zone’

[root@server ~]# firewall-cmd ——1nfo zone="firewall-cmd --get-default-zone®

1cmp block 1nver n: no

M- _ln'-

protocols:
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:
[root@server ~1# ||

The above output reports the default zone name (i.e. public), included interface, and
the current services that are allowed to pass through the firewall.

Take note: the “firewall-cmd --get-default-zone™ is enclosed in a pair of back quotes(’).

This is a simple shortcut to extract the output of a Linux command and use it as a
command line argument for another Linux command.

5. Inthe Firewall GUI, click on the Services tab (the one beside the Zones tab) (see
following diagram)

Scroll through the services listed to see which port and protocol have been specified for
each of the specified services.

Firewall Configuration x

File Options View Help

v Active Bindings Configuration: | Runtime

Connections
ens160 (ens160)

Default Zone: public A firewalld s ©ombination of ports, protocols, modules and destination addresses.

virbrQ virbr) [T -

Default Zone: public bacula-client Ports Protocols Source Port Modules Destination
Interfaces bb Add additional ports or port ranges, which need to be accessible for all hosts
Sources bgp or networks

bitcoin-rpc 8333 tcp

bitcoin-testnet
bitcoin-testnet-rpc
bittorrent-lsd
ceph
ceph-mon
cfengine
cockpit
collectd
condor-collector
ctdb
dhcp
Services can only be changed in the permanent configuration view. The runtime configuration of services is
Change Zone fixed.
Connection to firewalld established
Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: no Lockdown: disabled

Your Task: Find out the ports/protocols for https, ftp , nfs and dns.
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e.g. http: 80/tcp
https:
ftp:
nfs:

dns:

6. Click back on the Zones tab.

3. Adding and removing a service in firewalld for packet filtering

One of common Firewall configuration operations is managing the filtering rules. By default,
all the ports are filtered (i.e. not allow to pass through the firewall) for the interfaces that
belong to public zone. One simple way to allow certain ports (with their corresponding
protocols) to be opened is to add in the exception rules by the network services names.

On any system:

1. Inthe Firewall GUI, check that for Configuration, “Runtime” is selected. (see following
diagram)

Configuration:  Huntime v

2. While in the public zone, click on the Services tab to view the available services. Check
any one of the services that have not been enabled yet. (see following diagram)

4

Zone f |
| Services | Ports | Masguerading

block
d Here you can define which services ar

me all hosts and networks that can react
drop to this zone.
external Service
home samba
internal samba-client

> m ¥ smtp «—— Check any one of the services that have

trusted ? ssh not been enabled yet
work telnet

3. The change is applied immediately. List the services that are currently allowed through
the firewall.

|firewall—cmd ——-list-services

[root@server ~]# firewall-cmd --list-service
cockpit dhcpv6-client Ttp http https - ssh
[root@server ~]# |

4. Inthe Firewall GUI, change the Configuration to “Permanent”. (see following diagram)
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Configuration: | Permanent v | ¢———

5. While in the public zone, click on the Services tab to view the available services. Check
any one of the services that have not been enabled yet. (see following diagram)

Configuration: Permanent v

ones Services IPSets

A firewalld zone defines the level of trust for network connections, interfaces and source addresses bc
the zone. The zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp fi
and rich rules. The zone can be bound to interfaces and source addresses.

block q Services Ports Protocols Source Ports

dmz I
Here you can define which services are trusted in the zone. Trusted sern

drop are accessible from all hosts and networks that can reach the machine fr
external connections, interfaces and sources bound to this zone.
home Service
internal T
o || syslog-tls .
libvirt @ telnet Check any one of the services that have
nm-shared - not been enabled yet
poic |
[ tfp
trusted _ .
[ | tftp-client
work .
|| tile38

6. Asthe Configuration is set to "Permanent"”, the change is not applied immediately, but is
saved to a file, to be applied the next time the firewall is started.

The change is saved to the public zone file. View this file to verify that the service you
just added is listed.

|cat /etc/firewalld/zones/public.xml

[root@server ~]# cat /etc/firewalld/zones/public.xml
<?xml version="1.0" encoding="utf-8"7=
<zone>

<short=Public</short=

=description=For use in public areas. You do not trust the other computers on
Inetworks to not harm your computer. Only selected incoming connections are accep
ted.</description=

<service name="dhcpv6-client" />

<service name="cockpit"/=

=service name="ftp"/=>

<service name="ssh"/>

<service name="http"/>

-:iervice name="https" /=
</zZone>

[root@server ~]#

7. Reload the firewall, through the GUI (Options menu->Reload Firewall).

8. Remove the service that you just added permanently, using the command line

firewall-cmd --permanent --zone=public

--remove-service=telnet Change to the name of the service that

you previously added as permanent
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9. Reload the firewall through the command line

firewall-cmd —--reload

Your task: Based on the firewall access control, try to control the block and allow
configurations at your server then use your client to test and verify the operations.

- Initial tests: verify you can access to the ftp and http services run on the server from

the client.

At the server side, block any external clients to access to the ftp service using
firewall-cmd only.

At the client side, verify that you cannot access to the ftp that runs on the server.
At the server side, block any external clients to access to the http service using
firewall-cmd only.

At the server side, verify that you can still access to the http service that runs on the
server itself.

At the client side, verify that you cannot access to the http that runs on the server.
At the server side, revert the firewall settings to the initial state.

At the client side, verify you can again access to the ftp and http services run on the
server.

That's all.

4. Adding Rich Rules

Configure the firewall using rich rules allows more specific control beyond the ports and

protocols.

On server:

1. Check that the Apache Web Server is running and that you can browse the default web
pages from the client system using http or https.

2. Redo the same test from your base PC (or your own notebook) browser. Ensure both of
your client and your base PC can browse your server web page.

3. Inthe Firewall GUI, uncheck the services http and https. (see the following diagram)

Zones Services PSets

A firewalld zone defines the level of trust for network connections, interfaces and source addresses
bound to the zone. The zone combines services, ports, protocols, masquerading, port/packet forwarding,
icmp filters and rich rules. The zone can be bound to interfaces and source addresses.

block
dmz
drop
external
home
internal
libvirt

nm-shared

trusted

work

4 Services Ports Protocols Source Ports 3

Here you can define which services are trusted in the zone. Trusted
services are accessible from all hosts and networks that can reach the
machine from connections, interfaces and sources bound to this zo;

grarana
gre

high-availability
http

httpg 47
Tmap

imaps

ipp

ipp-client
ipsec
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4. Now, verify that neither your client nor your base PC can browse the server web page

(Try with both of the http and https protocols).

192.168.30.88 x +
e

* Bookmarks B

X @ 192.168.30.88

Imported From IE W/ Block cipher mode.. % Bookmarks SP Login - Singapore P

B

This site can’t be reached

192.168.30.88 took too long to respond.
Try:
» Checking the connection

» Checking the proxy and the firewall

* Running Windows Network Diagnostics

ERR_CONNECTION_TIMED_QUT

A introduction to Had... 60 User

(To ensure that your browser is not displaying the cached web page. You may need to
restart the browser and reload the web page to clear the cache.)

press the Add button).

Use the Firewall GUI to add a rich rule (hint: look for a tab with the name 'rich rule' and

Configuration:

-

Runtime

Zones Services

IPSets

addresses.

block P

dmz

Source Ports Masquerading

g Here you can setrich language rules for the zone.
rop

external

home

internal

libvirt

nm-shared

pubic |
trusted

work

Add Edit

Remove

A firewalld zone defines the level of trust for network connections, interfaces and source addresses bound to the zone. The zone combines
services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be bound to interfaces and s

Port Forwarding

ICMP Filter

Rich Rules Interfaces N

6.
diagram for a sample of the rich rule)
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Rich Rule x
Please enter a rich rule.
For host or network allow or denylisting deactivate the element.
Family: . ipvd -
Priority: | 0 - +
[+ Element: | service - || http |5 :
accept = . with Type: | icmp-host-prohibited =
[+ Action:
[ With Limit: /| second = | Use the IP address of your client
Source: (RENRE | 192.168.30.128/32 , [Jinverted
Destination: 1) | [inverted
Prefix:
(JLog: Level:| warning -
With Limit: /| second =
[ ] Audit: With Limit: f| second =
Cancel OK

(Take note that, you may have only added the above rich rule for runtime only.)

7. Test that your client can browse a web page from your server (using http only) but your
Base PC cannot access it (Note : you may need to clear the browser cache history).

Apache HTTP Server Test Pz X | +
& c @ © | & 192168.30.88

@ Oracle Linux Home @ Oracle Linux Support @) Oracle Linux Blog < Unbreakable Linux Net...

installed at this site is working properly.

Oct 11 22:10

@ Linux Technology Center & Oracle Li|

This is Kitty's Web Page
powered by the APpache httpd server

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this

If you are a member of the general public:

The fact that you are seeing this page indicates that the website you just visited
is either experiencing problems or is undergoing routine maintenance.

If you would like to let the administrators of this website know that you've seen
this page instead of the page you expected, you should send them e-mail. In
general, mail sent to the name "webmaster" and directed to the website's
domain should reach the appropriate person.

For example, if you experienced problems while visiting www.example.com, you
should send e-mail to "webmaster@example.com".

If you are the website |

You may now add content to|
50, people visiting your weby
prevent this page from ever
fete/httpd/cont . d/welcome. conf.

You are free to use the imagy
Thanks for using Apache!

wered by
APAC
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You will now try adding a rich rule using command line.

On server:

8. Add the following permanent rich rule that will allow any client in your subnet to

connect to the FTP service on your server.

Type at the command line: (Note: type in all in one single command line.)

firewall-cmd --permanent --zone=public

source address=<Your LAN Segment>

—-—add-rich-rule='rule family=ipv4 service name=https

accept'

Change to your subnet segment (e.g.

192.168.30.0/24)

9. Reload the firewall. Type:

firewall-cmd --reload

[root@server ~]# firewall-cmd --permanent --zone=public
amily=ipv4 service name=https

source address=192.168.30.0/24 accept'
success
[root@server ~]# firewall-cmd --reload
success

[root@server ~]#

--add-rich-rule="'rule f

10. Using the Firewall GUI, check that the rich rule you just added is listed under the Rich
Rules tab. (Note: You can refresh the rich rules tab by clicking at other tab then return to

the rich rules tab.)

s Tontiguration: | Rumume .~

Zones Services IPSets

0)

addresses.

block 4
dmz

Source Ports Masquerading Port Forwarding ICMP Filter

Here you can set rich language rules for the zone.
drop

external

accept :;’;:e IP: 192.168.30.0/24

home ipva
internal

libvirt

nm-shared

[pubic ________|

trusted

waork

Add Edit Remove

ic A firewalld zone defines the level of trust for network connections, interfaces and source addresses bound to the zone. The zone combines
services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be bound to interfaces and source

Rich Rules

Interfaces »

You may find the previous http related rule is gone and only the newly created https
related rule is in the tab. (If this is the case, can you explain the reason ? Or you may ask

your tutor for the answer.)

11. Switch to the service tab, ensure both of the http and https service entries are
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unchecked:

Zomes  Services  IPSets

A firewalld zone defines the level of trust for network connections. interfaces and source addresses
bound to the zone, The zone combines services, ports, protocols, masquerading, port/packet forwarding,
icmp filters and rich nsles. The zone can be bound to interfaces and source addresses.

block 4 Services Ports Protocols Source Ports

:: Here you can define which services are trusted in the zone. Trusted
services are accessible from all hosts and networks that can reach the

external machine from connections, interfaces and sources bound to this zone.

home s

internal N

libvirt

nm-shared

trusted |

waork

ipp-client

ipsec

On client and On your Host PC:

12. Test that you can access your server web page with https protocol now.

@ Apache HTTP Server TestPagep X =+

& C A Notsecure | bitps//192.168.30.88

H Bookmarks B Imported From [E W' Black cipher mode.. % Bookmarks P Lagin - Singapore P... Introduction to Had... (] 60 User Interface D...

This is Kitty's Web Page

powered by the Apache httpd server

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page it means that th
working properly.

If you are a member of the general public: If you are the website administrat]
The fact that you are seeing this page indicates that the website you just visited is either You may now add content to the directq]
experiencing problems or is undergoing routine maintenance visiting your website will see this page 4

ever being used, follow the instructions
If you would like to let the adminisirators of this website know that you've seen this page

instead of the page you expected, you should send them e-mail. In general, mail sent to You are free to use the images below of
the name "webmaster" and directed to the website's domain should reach the appropriate using Apachel
person.

. wered by 2
For example, if you experienced problems while visiting www example.com, you should = APACH ]
send e-mail to "webmaster@example.com”
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5. Logging Rules

You will now add logging options to the rich rules.

You may need this:

Caveat: Oracle Linux is pre-installed with gnome box (a virtualization platform) and it also
enable the virbrO-nic interface ( A virtual network interface) and the virbrO device (A virtual
bridge.). These two virtual devices may randomly inject annoying warning logging messages
to the firewall logs. (probably due to the incomplete configuration of the gnome box). To
ensure the warning messages will not confuse the following exercise. It's strongly
recommended to stop and disable the virtualization service and the virbrO related virtual
devices by the following three commands at your server:

systemctl stop libvirtd
systemctl disable libvirtd
ip link set virbr0O down

[root@server ~]# systemctl stop libvirtd
Warning: Stopping libvirtd.service, but it can still be activated by:
libvirtd-ro.socket
libvirtd-admin.socket
libvirtd.socket
[root@server ~]# systemctl disable libvirtd
Removed /etc/systemd/system/multi-user.target.wants/libvirtd.service.
Removed /etc/systemd/system/sockets.target.wants/virtlogd.socket.
Removed /fetc/systemd/system/sockets.target.wants/virtlockd.socket.
Removed /etc/systemd/system/sockets.target.wants/libvirtd.socket.
Removed /etc/systemd/system/sockets.target.wants/libvirtd-ro.socket.
[root@server ~]# ip link set virbr@ down
[root@server ~]1# nmcli device

DEVICE TYPE STATE CONNECTION
ensle6e ethernet connected ensl6@
virbre bridge unmanaged --

lo loopback wunmanaged --
virbré-nic tun unmanaged --

[root@server ~1# ||
( Before reboot, the virbr0 device is still shown in the output of nmcli device command.)

You also need to reboot the server VM.

On server:
1. Verify you only have the loopback (lo) and ens160 devices :

nmcli device

[root@server ~]# nmcli device

DEVICE TYPE STATE CONNECTION
ens1l60 ethernet connected ensl60
lo loopback wunmanaged --

[root@server ~1# |}

2. Inthe Firewall GUI, under Rich Rules, edit the rich rule that you added for the https
service.

3. Enable Log, and for the Level, choose info. (see following diagram)
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Rich Rule x
Please enter a rich rule.
For host or network allow or denylisting deactivate the element.
Family: | ipv4 -
Priority: | O +
[#Element: | service ~ || https [
accept = with Type: | icmp-host-prohibited
[+4 Action:
[ With limit: /| second =
Source: | IP - || 192.168.30.0/24 1 | [Jinverted
Destination: ) [ inverted
—> Prefix: | firewalld-https
> (¥ Log: Level:| info v |
> [+ With limit: | 1 / second
[ Audit: With limit: /| second =
Cancel OK

On client or On your host PC:

(Limit field set to 1 / second is to limit up to maximum 1 log per second.)

4. Use a web browser to access to a few different web pages of server.

And include some invalid path. All these browsing attempts will trigger the logging
operations.

“

L

& A Notsecure | hitps//192.168.30.88

* Bockmards B mported From IE W Block cipher mode. % Boockmarks SP Login - Singapore P.

[@ introduction to Had... ([} 60 User Interface D.

This is Kitty's Web Page

powered by he APache httpd server

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page it means that th

working properly.

If you are a member of the general public:

The fact that you are seeing this page indicates that the website you just visited is either
i aris ing routine i e

If you would like to let the administrators of this website know that you've seen this page
instead of the page you expected, you should send them e-mail. In general, mail sent to
the name "webmaster” and directed to the website's domain should reach the appropriate
person

For example, If you experienced problems while visiting www.example.com, you should
send e-mail to "webmaster@example com".

If you are the website administraf]

You may now add content to the directd
visiting your website will see this page 3
ever being used, follow the Instructions

You are free to use the images below o
using Apachel

ered by 2
APACH]

(I have reloaded the default page.)
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@ hitpsy//192 X+
< C A Notsecure | hips//192.168.30.88/test wsgi
W Bookmarks @B Imported From IE W Block cipher mede... % Bookmarks SP Login - Singapore P. E Introduction to Had... 60 User Interface D...

LAS WSGI Test Page

11/10/2021 22:55:13

(I have visited the test_wsgi page.)

@ 404 Not Found
(_

 Bookmarks

Not Found

x  +

C A Not secure | bips://192.168.30.88/book/book.html

[ -] Imported From IE - W EBlock cipher mode.. ¥ Bookmarks SP Login - Singapore P, E

The requested URL was not found on this server.

(I have visited the /book/book.html page, but it is not found.)

On server:

5. View the end of /var/log/messages to see the logged packet. Note the information

captured from the packet (eg source address, source port, dest address, dest port,
flag of the packet).

SYN

Oct 11 23:20:25 server kernel:

IN=ens160 OUT= MAC=00:0c:29:9a2:96:ff:00:50:56:c0:00:08:08:00 SRC=192.168.30.1 DST=192.168.30.

H[rnot@server logl# tail /var/log/messages

EN=52 T0S=0x00 PREC=0x80 TTL=128 ID=25207 DF PROTO=TCP SPT=60606
MAC=080:0c:29:9a:96:

oct

oct

oct

oct

oct

oct

oct

oct

oct

192.
192.
192.
192.
192.
192.
192.
192.

192.
[root@server logl# i

11 23:22:33 server kernel:

168.30.88 LEN=52 T0S=0x00

11 23:22:33 server kernel:

168.30.88 LEN=52 T0S=0x00

11 23:22:33 server kernel:

168.30.88 LEN=52 T0S=0x00

11 23:22:508 server kernel:

168.30.88 LEN=52 T0S=0x00

11 23:22:508 server kernel:

168.30.88 LEN=52 T0S=0x00

11 23:22:508 server kernel:

168.30.88 LEN=52 T0S=0x00

11 23:22:55 server kernel:

168.30.88 LEN=52 T0S=0x00

11 23:22:55 server kernel:

168.30.88 LEN=52 T0S=0x00

11 23:22:55 server kernel:

168.30.88 LEN=52 T0S=0x00

firewalld-httpsIN=ens160 0UT=

PREC=0x80 TTL=128 ID=25219 DF

firewalld-httpsIN=ens160 0UT=

PREC=0x080 TTL=128 ID=25222 DF

firewalld-httpsIN=ens160 0UT=

PREC=0x00 TTL=128 ID=25233 DF

firewalld-httpsIN=ens160 0UT=

PREC=0x00 TTL=128 ID=25243 DF

firewalld-httpsIN=ens160 0UT=

PREC=0x00 TTL=128 ID=25245 DF

firewalld-httpsIN=ens160 0UT=

PREC=0x080 TTL=128 ID=25257 DF

firewalld-httpsIN=ens160 0UT=

PREC=0x00 TTL=128 ID=25268 DF

firewalld-httpsIN=ens160 0UT=

PREC=0x80 TTL=128 ID=25269 DF

firewalld-httpsIN=ens160 0UT=

PREC=0x080 TTL=128 ID=25280 DF

PROTO=TCP SPT=62163

MAC=080:0c:29:9a:96:

PROTO=TCP SPT=64400

MAC=080:0c:29:9a:96:

PROTO=TCP SPT=59686
MAC=080:0c:29:9a:96
PROTO=TCP SPT=57329

MAC=080:0c:29:9a:96:

PROTO=TCP SPT=53119

MAC=00:0c:29:9a:96:

PROTO=TCP SPT=58062

MAC=00:0c:29:9a:96:

PROTO=TCP SPT=57804
MAC=080:0c:29:9a:96
PROTO=TCP SPT=65125

MAC=00:0c:29:9a:96:

PROTO=TCP SPT=65135

DPT=443 WINDOW=64240

ff:00:50:56:c0:00:08:

DPT=443 WINDOW=64240

ff:00:50:56:c0:00:08:

DPT=443 WINDOW=64240

:ff:00:50:56:c0:00:08:

DPT=443 WINDOW=64240

ff:00:50:56:c0:00:08:

DPT=443 WINDOW=64240

ff:00:50:56:c0:00:08:

DPT=443 WINDOW=64240

ff:00:50:56:c0:00:08:

DPT=443 WINDOW=64240

:ff:08:50:56:c0:00:088:

DPT=443 WINDOW=64240

ff:00:50:56:c0:00:08:

DPT=443 WINDOW=64240

DPT=443 WINDOW=64240 RES=0x00 SYN URGP=0
ff:00:50:56:c0:00:08:

08:00 SRC=192.168.30.1
RES=0x00 SYN URGP=0
08:00 SRC=192.168.30.1
RES=0x00 SYN URGP=0
08:00 SRC=192.168.30.1
RES=0x00 SYN URGP=0
08:00 SRC=192.168.30.1
RES=0x00 SYN URGP=0
08:00 SRC=192.168.30.1
RES=0x00 SYN URGP=0
08:00 SRC=192.168.30.1
RES=0x00 SYN URGP=0
08:00 SRC=192.168.30.1
RES=0x00 SYN URGP=0
08:00 SRC=192.168.30.1
RES=0x00 SYN URGP=0
08:00 SRC=192.168.30.1
RES=0x00 SYN URGP=0

DST=

DST=

DST=

DST=

DST=

DST=

DST=

DST=

DST=

(/var/log/messages collects many log entries from the kernel directly. The prefix we
have set earlier in the rich rules will help us to locate the firewalld related log entries.)

Take note that, the above is a firewall log (not the httpd server access log). It is
generated at the moment the firewall has allowed a https connection. Whether the
connection leads to a valid page or invalid page is not known at this moment.

If you check out the /var/log/httpd/ssl_access_log you will find the higher level and

useful information:

AY2223
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[root@server httpd]# tail /var/log/httpd/ssl_access_log
192.168.30.1 - bob [11/0ct/2021:23:04:25 +0800] "GET /test wsgi HTTP/1.1" 200 292

192.168.30.1 - - [11/0ct/2021:23:04:36 +0800] “GET /book/book.html HTTP/1.1" 404 196
192.168.30.1 - - [11/0ct/2021:23:04:39 +0800] "GET /book/book.html HTTP/1.1" 404 196
192.168.30.1 - - [11/0ct/2021:23:06:32 +0860] "GET /test wsgi HTTP/1.1" 401 381
192.168.30.1 - bob [11/0ct/2021:23:06:38 +0800] "GET /test wsgi HTTP/1.1" 200 292
192.168.30.1 - - [11/0ct/2021:23:06:39 +0800] "GET /favicon.ico HTTP/1.1" 404 196
192.168.30.1 - - [11/0ct/2021:23:06:45 +0800] "GET / HTTP/1.1" 200 3545
192.168.30.1 - - [11/0ct/2021:23:06:45 +080@] "GET /icons/apache pb2.gif HTTP/1.1" 200 4234
1

192.168.30. - [11/0ct/2021:23:06:52 +0800] “"GET /book/book.html HTTP/1.1" 404 196
192.168.30.1 - - [11/0ct/2021:23:06:55 +0800] "GET /book/book.html HTTP/1.1" 404 196
[root@server httpd]# i

(At the httpd access log, you can tell whether the https request is successful or not.)

Remove all the rich rules from the firewalld after you have completed the exercises.

6. Limiting frequency of packets to discourage port scanning

On server:

1. Remove all the rich rules you have set in the earlier exercise.
2. Allow http and ftp service.

3. Reload the firewall.

On client:

4. Login as root. Run a SYN scan against your server using nmap. Install the nmap package
if it is not yet installed. The following command will scan port 1 to port 1000 of the
target server.

nmap —sS <serverIlIP>

Depending on the configuration of the firewall on your server, you should see that some
ports are opened.

To be able to compare the current and later port scanning result, rerun the nmap
command within the time command:

time nmap -sS <serverIP>

[root@client ~]# time nmap -sS 192.168.30.88
Starting Nmap 7.70 ( https://nmap.org ) at 2022-10-10 14:51 +08
Nmap scan report for 192.168.30.88

|Host is up (0.00039s latency).

Not shown: 994 filtered ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp  open ssh

23/tcp closed telnet

80/tcp open http

443/tcp open https

9090/tcp open Zeus-admin

|MAC Address: 00:0C:29:0A:99:A9 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 14.29 seconds

real Oml4.304s
user OmO.007s
Sys OmO.364s
[root@client ~]#
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Based on the sample, it took about 14+ seconds to complete the SYNC port scan at this
point. (You may run a few times to take the average result.)

Also take note that, nmap is smart enough to figure out the other 994 ports are filtered.
(ie. blocked by a firewall.)

On server:

5. In the Firewall GUI, add a Rich Rule that will limit 100 new TCP connections per second
(see following diagram)

Rich Rule x

Please enter a rich rule.

For host or network allow or denylisting deactivate the element.
Family: | ipv4 -
Priority: | 0 - +

[+ Element: | protocol > || tcp | [

accept v
[ Action:

+ With limit: | 100 /| second =
Source: | IP = Lo | [ Jinverted

Destination: b, inverted

Log:

Audit:

Cancel OK

Note : By adding this rule, you are allowing all TCP connections to your server.
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Zones Services IPSets

A firewalld zone defines the level of trust for network connections, interfaces and source addresses
bound to the zone. The zone combines services, ports, protocals, masquerading, port/packet forwarding,
icmp filters and rich rules. The zone can be bound to interfaces and source addresses.

block 4 Port Forwarding ICMP Filter Rich Rules Interfaces »
dmz
q Here you can set rich language rules for the zone.
rop
Family Priority Action Element Src Dest log Audit
external ! ! :
. accept protocol
home
pud 0 Limit 100/s tcp
internal
libvirt
nm-shared
trusted
work

The above is the content of the Rich Rules Tab after applying the rule.

On client:

6. Run the SYN scan against your server again. This time, the scan takes a longer time to
complete. It is because nmap has done many 'retry' attempts. At the same time, there
are a lot of filtered ports (that nmap cannot determine their states) being reported.
These confusing results are causing by the connection limits* set on the firewall.

[root@client ~]# time nmap -sS 192.168.30.88

Starting Nmap 7.70 ( https://nmap.org ) at 2022-10-10 14:57 +08
Nmap scan report for 192.168.30.88

Host is up (0.00059s latency).

Not shown: 984 closed ports

PORT STATE SERVICE
21/tcp open fip

22/tcp ssh

53/tcp Edomain
80/tcp open http

111/tcp rpcbind
406/tcp imsp

443/tcp https
445/tcp microsoft-ds
554/tcp rtsp

587/tcp submission
993/tcp imaps
995/tcp pop3s
1723/tcp ptp
2099/tcp 2250-annex-g
9090/tcp open zeus-admin
16016/tcp unknown

MAC Address: 00:0C:29:0A:99:A9 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 97.43 seconds

user mo.019s
sys 0mo.411s
[root@client ~]# ]

The total scanning time also increased to 1 minutes 37 seconds!

With this*, we can 'discourage' port scanning activities.

‘ *Note on the SYNC packet responses:

In terms of network port scanning, there can be in three states: open, closed or not

AY2223 Page 16 of 38



ST2412 Linux Administration and Security Lesson 4 Network and Service Access Controls

reachable (no answer.).
When nmap reports its scanning result, it will base on these states.

There are 3 basic outcomes for a SYNC packet request of a connection:

a - The connection is made successfully; the receiving host return an ACK packet to the
requesting client. Based on this, nmap reports the port is 'open' and there is no firewall
to block this connection.

b - The connection attempt is failed because the receiving host returns an RST packet.

Based on this, nmap reports the port is 'closed' and there is no service listening on the
destinated port. It also implies there is no firewall setup between the sending host and
the target host. (or, the firewall returns the RST packet while it is blocking the access.)

¢ - The connection attempt is also failed since there is no ACK nor RST packet returns.
The receiving host just drops (or discard) the incoming packet (Due to the firewall denial
and not return any response). This case will cause the request host to retry a few times
until a timeout to determine that the port is not reachable (Due to firewall blockage or
network outage). nmap will report this port is filtered. (Implies there is a firewall in
between the client and the server.)

For the firewalld, it always returns an RST packet when a remote client is attempting to
connect to a blocked port. It is to simulate the port is closed.

When we set the TCP is to have a limited acceptance rate (e.g. Maximum 100 packets
per second.) Some of the connection attempts will be dropped by the firewalld and it
will not be replied. It will trigger nmap to retry a few times. In this case, nmap may list
the port as filtered (if all retries failed) or closed (if the retry get an answer.).

*Note on the discouragement:

There are two discourage factors:

a - The scanning time taken is much longer than the normal expected one. The above
example is only applying the port scan on one target host. Imagine if the adversary is
planning on scanning a network.

b - The misleading result may put off the interests for the adversary for further
attempts.

7. Let's verify that firewalld is returning a RST packet for blocked port, type:

nmap —-sS -p 53 <serverIP>

To do a SYNC scan to only one single port, 53 (Which was reported as filtered earlier)
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[root@client ~]# nmap -sS -p 53 192.168.30.88

Starting Nmap 7.70 ( https://nmap.org ) at 2022-10-11 16:49 +08
Nmap scan report for 192.168.30.88

Host is up (©.00039s latency).

PORT STATE SERVICE

dress: T0C:29:0A:99:A9 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.71 seconds
[root@client ~]1#

Since we are only scanning one specific port, the packet limitation measure will not
affect the scan. Thus, nmap will get the RST packet from the firewalld and reports
that port 53 is closed.

On server:

8. Stop the firewalld. Type:

systemctl stop firewalld

On client:

9. Run the SYN scan against your server again to find out how long (or short) it takes to
complete the scanner when there is no firewall in place.

[root@client ~]# time nmap -sS 192.168.30.88
Starting Nmap 7.70 ( https://nmap.org ) at 2022-10-10 15:10 +08
Nmap scan report for 192.168.30.88

Host is up (0.00015s latency).

Not shown: 994 closed ports

PORT STATE SERVICE

21/tcp open ftp

22/tcp open ssh

80/tcp open http

111/tcp open rpchind

443/tcp open https

9090/tcp open zeus-admin

MAC Address: 00:0C:29:0A:99:A9 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.77 seconds

user Om0.014s

sys Om0.097s
[root@client ~]# |}

There are 6 open ports, including 111/tcp . nmap also reported 994 other ports are
'closed'.

(1000 - 6 =994.) The time to take the nmap to complete the scan is much faster !.
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On server:

10. Restart the firewalled and clear the Rich Rule you have added earlier so that the rest of
the practical is not affected

7. Reverse Proxy via Network Address Translation (NAT)

Instead of apply NAT to allow internal users to share a public IP address for outgoing
network operations.

You will now implement Network Address Translation (NAT) through firewalld to achieve a
‘reverse proxy' feature. By deploying reverse proxy, you can reduce the attack surface of
your real server by not letting it to face public access directly.

The Web Server is installed on your server image, which will be "hidden" from the outside
world behind your client image. External users only connect to the client, which acts as the
public interface. The client will forward the user’s requests to other systems such as your
server image.

User’s web requests
forwarded to Web Web Server

Server (server image)

Public-facing
External¢——] computer

users (client image) These systems are “hidden” behind
the Public-facing computer

On server:
1. Start the Apache server if it is not running yet.

On client:
2. Stop the firewall on the client.

systemctl stop firewalld

3. Make sure the Apache server is not running on the client.

systemctl stop httpd
systemctl disable httpd

or

|systemctl disable --now httpd

(disable --now will disable and stop the targeted service)

4. Ensure there is no program listening on port 80.

| netstat —-tunpa | grep 'LISTEN'

and/or

| netstat -tunap | grep 'LISTEN' | grep 80
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File Edit View

ch Terminal Help

[root@client ~]# netstat -tunap | grep LISTEN

tcp [°] 0 0.0.0.0:111 0.0.0.0:* LISTEN 1/systemd
tcp 0] 0 0.0.0.0:22 0.0.0.0:% LISTEN 1009/sshd
tcp 0 0 127.0.0.1:631 0.0.0.0:% LISTEN 1011/cupsd
tcpb [¢] 0 :::111 HHH LISTEN 1/systemd
tcpb [} 0 :::22 HEH LISTEN 1009/sshd
tcpb 0] 0 ::1:631 HHH LISTEN 1011/cupsd
[root@client ~]# netstat -tumap | grep LISTEN | grep 80

[root@client ~]#

[root@client ~1# ]

On Base PC:

5.

Browse to http://<server_ip> to see the web page of your server image. (you may need
to adjust the firewall on your server image to allow the Base PC to connect to the
Apache web server on the server image)

@ Apache HTTP Server Test Page o X +

< C

% Bookmarks @3

A Notsecure | 192.168:30.88 e % ©@» 09

Imported From IE &5 Login - Singapore P... E Introduction to Had... » Other bookmarks

This is Kitty's Web Page

powered by the Apache httpd server

This page is used to test the proper operation of the Apache HTTP server after it has been
installed. If you can read this page it means that the Apache HTTP server installed at this site is

working properly.

If you are a member of the general
public:

The fact that you are seeing this page
indicates that the website you just visited is
either experiencing problems or is undergoing
routine maintenance.

If you would like to let the administrators of
this website know that you've seen this page
instead of the page you expected, you should
send them e-mail. In general, mail sent to the
name "webmaster" and directed to the
website's domain should reach the
appropriate person.

For example, if you experienced problems
while visiting www.example.com, you should
send e-mail to "webmaster@example.com".

If you are the website administrator:

“You may now add content to the directory
fvarfu/heml/. Note that until you do so,
people visiting your website will see this page
and not your content. To prevent this page
from ever being used, follow the instructions in
the file sete/httpd/conf.d/welcome. conf.

You are free to use the images below on
Apache Linux powered HTTP servers. Thanks
for using Apache!

wered by

24
APACH

(Note: The server IP of the VM in the above is 192.168.30.88.)

6. Browse to http://<client_ip>. You should get an error message as there is no web server
running on your client image.
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192.168.30.130 x +
< X © 19216830.130 =2 %t @
% Bookmarks @ Imported From IE &3 Login - Singapore P... E Introduction to Had... »

B

This site can't be reached
192.168.30.130 took too long to respond.

Try:
® Checking the connection
® Checking the proxy and the firewall
* Running Windows Network Diagnostics

ERR_CONNECTION_TIMED_OUT

(Note: The client IP of the VM in the above is 192.168.30.130.)

On server:

7. Check the latest content (log entires) of the /var/log/httpd/access_log. You should be
able to find the log entries that reflect the http requests from your Base PC to the
apache server. (hint: tail /var/log/httpd/access_log)

~]# tail /var/log/httpd/access lo
- - [11/0ct/2022:16:54:37 +0800] HHTTP/I.I" 200 3545 "-" "Mozilla/5.0 (W|
indows NT 1@.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/185.0.08.0 Safari/
537.36"
— - [11/0ct/2022:16:54:38 +0800] 'Wf HTTP/1.1" 200 4234
"http://192.168.30.88/" "Mozilla/5.0 (Windows gl:Jg H ppleWebKit/537.36 (KHT|
ML, like Gecko) Chrome/105.0.0.0 Safari/537.36"
- [11/0ct/2622:16:54:38 +0800] “ HTTP/1.1" 404 196 "http://1
. .30. " "Mozilla/5.0 (Windows NT 10.0; Win64; x AppleWebKit/537.36 (KHTML, like G
ecko) Chrome/105.0.0.0 Safari/537.36"
[root@server ~1# ||

In the above, 192.168.30.1 is the ip address of the Base PC (This is the VMnet default
settings. ). You should verify the date/time of the log entry too.

On client:

8. Enable the firewall on the client.
systemctl start firewalld

9. In the Firewall GUI, enable http service port (to allow incoming http request, even your
client is not having a web server running).
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{71 Home
© Activities

[ LAS-ORA-Server

B Firewall Configuration

[ LAS-ORA-Client

Oct11 17:12
Firewall Configuration

~ Active Bindings

Connections

ens160 (ens160)
Default Zone: public

Interfaces

Sources

File Options View Help

Configuraticp: Runtime

Zones

Serhicg

s IPSets

A firewalld zone defines the level of trust for network connections, interfaces and source addresses
bound to the zone. The zone combines services, ports, protocols, masquerading, port/packet forwarding,
icmp filters and rich rules. The zone can be bound to interfaces and source addresses.

block

q Services Ports Protocols Source Ports 4
dmz —

P Here you can define which services are trusted in the zone. Trusted

rop services are accessible from all hosts and networks that can reach the
external machine from connections, interfaces and sources bound to this zone.
home
internal e

i | qit
nm-shared [_] grafana

) gre

trusted

| imap

| imaps

10. In the Firewall GUI, enable IP masquerading from the Masquerading tab, and check

Enable Masquerade. (See the following diagram). This means all outgoing packets will be
modified to have the same source IP as the client network interface card.

virbrQ (virbrQ)
Default Zone: public

ens160 (ens160)
Default Zone: public

Interfaces

Sources

File Options View Help
~ Active Bindings Configuration: | Runtime
Connections Zones Services IPSets

A firewalld zone defines the level of trust for network connections, interfaces and source addresses bound to the zone. The

zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be
bound to interfaces and source addresses.

block 4 Protocols Source Ports Masquerading Port Forwarding ICMP Filter »
dmz .. ]
Masquerading allows you to set up a host or router that connects your local network to the
drop
internet. Your local network will not be visible and the hosts appear as a single address on the
external internet. Masquerading is IPv4 only.
home [+ Masquerade zone
internal If you enable masquerading, IP forwarding will be enabled for your IPv4 networks.
libvirt
nm-shared
trusted

11. Next, move to the next tab, the Port Forwarding tab, and add the following entry to

forward all incoming packets going to the Port 80 on your client to the Port 80 on your
server (see following diagram)
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Port Forwarding x

Please select the source and destination options
according to your needs.

Protocol: E

Port / Port Range: ‘ 80 ‘

Source

Destination

If you enable local forwarding, you have to specify a
port. This port has to be different to the source port.

[ Local forwarding

[ | Forward to another port

IP address: | 192.168.30.88]

Port / Port Range: :I
[ Cancel ]r OK l

Zones Services IPSets
A firewalld zone defines the level of trust for network connections, interfaces and source addresses bound to the zone. The
zone combines services, ports, protocols, masquerading, port/packet forwarding, icmp filters and rich rules. The zone can be
bound to interfaces and source addresses.
block 4 Protocols  SourcePorts  Masquerading  Port Forwarding  !CMP Filter »
dmz
Add entries to forward ports either from one port to another on the Incal evsteri or from the
drop local system to another system. Forwarding to another system is only useful if the interface is
external masqueraded. Port forwarding is IPv4 only.
home Port Protocol ToPort To Address
internal
libvirt
nm-shared
trusted
work
I Add l I Edit l l Remove l
On Base PC:

12. Browse to http://client_ip. Even though you are connecting to your client IP, your
request has been forwarded to the server so you will see the web page of your server
image. The server which receives the request would think the request is sent by the

client (instead of from your base PC).
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@ Apache HTTP Server Test Page p X +

&«

Y% Bookmarks BB

C A Notsecure | 192.16830.130 «—— This is the [P*address®f the dlienf

Imported From IE €3 Login - Singapore P...

- ]

E Introduction to Had... »

This is Kitty's Web Page

pawered by the Apache httpd server

This page is used to test the proper operation of the Apache HTTP server after it has been
installed. If you can read this page it means that the Apache HTTP server installed at this site is

working properly.

If you are a member of the general
public:

The fact that you are seeing this page
indicates that the website you just visited is
either experiencing problems or is undergoing
routine maintenance.

If you would like to let the administrators of
this website know that you've seen this page
instead of the page you expected, you should
send them e-mail. In general, mail sent to the
name "webmaster" and directed to the
website's domain should reach the
appropriate person.

If you are the wehsite administrator:

You may now add content to the directory
Jvarfw/html /. Note that until you do so,
people visiting your website will see this page
and not your content. To prevent this page
from ever being used, follow the instructions in
the file Jetc/httpd/conf.d/welcome.conf.

You are free to use the images below on
Apache Linux powered HTTP servers. Thanks
for using Apache!

wered by 2.4
-APACHE

Other bookmarks | A

(-

For example, if you experienced problems

On server:
13. You can verify the above by examining the /var/log/httpd/access_log
You will find the access entries with the source IP of your client (instead of the Base PC) IP.

Moreover, the target destination addresses are also set t your client IP because the browser
was really trying to access to the Client IP. It was due to the port mapping feature of the
firewalld running on the client, mapped the request to your Server.

[root@server ~]# tail -5 /var/log/httpd/access log

192.168.30.1 - - [11/0ct/2022:16:54:38 +0800] "GET /icons/apache pb2.gif HTTP/1.1" 200 4234
"http://192.168.30.88/" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHT
ML, like Gecko) Chrome/105.0.0.0 Safari/537.36"

192.168.30.1 - - [11/0ct/2022:16:54:38 +0800] "GET /faviceon.ice HTTP/1.1" 404 196 "http://1
92.168.30.88/" "Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like G|
05.0.0.0 Safari/537.36"

- - [11/0ct/2022:17:15:23 +0800] "GET / HTTP/1.1" 200 3545 "-" "Mozilla/5.@
Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/105.0.0.8 Safar
i/537.36"

- [11/0ct/2022:17:15:23 +0800] "GET /icons/apache pb2.gif HTTP/1.1" 200 42
34 "http://192.168.30.130/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (
KHTML, like Gecko) Chrome/1085.0.0.0 Safari/537.36"

- - [11/0ct/2022:17:15:23 +0800] "GET /favicon.ico HTTP/1.1" 404 196 "http:/
/" "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, lik
e Gecko) Chrome/195 0.0.0 Safari/537.36"

[root@server ~]#

14. On your Server, change the firewall setting, to add a rich rule that rejects http access
from everyone except your client.

AY2223 Page 24 of 38



ST2412 Linux Administration and Security Lesson 4 Network and Service Access Controls

£} Home [} LAS-ORA-Server [} LAS-ORA-Client

@ Activities = Fifewatt Oct 11 17:24

Rich Rule

File Options View H

~ Active Bindings Please enter a rich rule.
e — For host or network allow or denylisting deactivate the element.
ens160 (ens160) Family: - =
Default Zone: public s
Interfaces Priority: | O -+ T
&
Sources
B - 2
! [Jwith Type: | icmp-host-prohibited = ) |
st
.tion: 3
(] With limit: /| second v
Destination: Ly | [Jinverted
Prefix
[Jlog: Level:| warning -~
With limit I| second v
(] Audit: With limit /| second +
Change Zone
Cancel OK
Connection to firewalld e:

(In this case, the client VM ip is 192.168.30.130/32. [The /32 denotes the network mask. It is
optional in this case.] )

15. On your base PC, verify that, you cannot access to your server web page directly. The
only way to access to the web page is via the reverse proxy that set at your client VM.

& 1921683088 x +

< C <4———Change to your server [P

* Bookmarks B Imported From IE W Block cipher mode.. ¥ Bookmarks SP Lagin - Singapare P, E Introduction to

This site can't be reached

192.168.30.88 took too long to respond.
Try:

+ Checking the connection

+ Checking the proxy and the firewall

+ Running Windows Network Diagnostics

ERR_CONNECTION_TIMED_OUT

Note: From the above exercise, you should learn that the reject action of a Rich Rule
overrides the normal allow rule.

For your reference, we can run:
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firewall-cmd --list-all

To show the current active firewall rules/settings.

[root@server ~1# firewall-cmd --list-all
public (active)

target: default

icmp-block-inversion: no

interfaces: ensl60

sources:

services: cockpit dhcpv6-client T tps ssh telnet

ports:

protocols:

forward: no

masquerade: no

forward-ports:

source-ports:

icmi—blocks:
rule family=" " source NOT address="192.168.30.130/32" service na eject

[root@server ~1# ]

As shown at the above, http service is allowed but it is overriding by the rich rule.

Of course, you can use the reverse proxy setting at the client VM to access to your
server web page from the host PC via the client ip address.

@ 1921683088 X @ Apache HTTP Se
A Notsecure | 192.168.30.130

< C \® 192.168.30.88 & c
% Bockmarks ported From I[E. v Bookmarks B

€3 Login -

LA

Imported From IE imgapore P... G Introduction to Had

This is Kitty's Web Page

powered by the Apache httpd server

This page is used to test the proper operation of the Apache HTTP server aft
installed. If you can read this page it means that the Apache HTTP server ins|
working properly.
H H I
This site can’t be If you are a member of the general If you are the websit{
public:
192.168.30.88 took too Io You may now add conte
The fact that you are seeing this page fvarfwwa/ntml/. Note tha
Try: indicates that the website you just visited is people visiting your web
either experiencing problems or is undergoing and not your content. To
* Checking the conne routine maintenance. from ever being used, fo
: | the file /etc/httpd/conf.d
* Checking the proxy ¢ If you would like to let the administrators of g
* Running Windows N this website know that you've seen this page You are free to use the i
instead of the page you expected, you should Apache Linux powered H
ERR_CONNECTIGN_TIMED_OUT send them e-mail. In general, mail sent to the for using Apache!
name "webmaster" and directed to the
website's domain should reach the W by
appropriate person. AP
For example if vou exnerienced nroblems

Reset the firewalls of your systems

16. Reload the firewalls on both client and server to clear your runtime configuration.

server ~|# firewall-cﬁd --reluéd

[root@server ~1# |}

The above is only for the server VM. Need to repeat it in the client VM too.
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8. Controlling outgoing traffic by using the direct interface

Firewalld is excellent in filtering the incoming traffic, but it is not able to control the
outgoing traffic. If we want to create rules to control the outgoing traffic, to disallow
connections to certain external IP addresses, we must add rules using the direct interface.

On server:
1. Check that you can browse an external website using HTTPS (eg https://www.bbc.com)

2. Use the following to list your current rules that have been defined for the direct
interface.

|firewall—cmd —-—-direct --get-all-rules

[root@server ~]# firewall-cmd --direct --get-all-rules
[root@server ~]#

( The above sample shows there is no direct rule found in your system.)

3. Add the following rule to block all outgoing ipv4 traffic through the direct interface. This
rule has priority level set to 999. Rules with priority level O will be matched first. Rules
associate with larger priority level value will be matched subsequently in ascending
order. Thus, level 999 is considered to have a fairly low priority.

firewall-cmd --direct --add-rule ipv4 filter OUTPUT 999 -j
DROP

4. Check that you can no longer browse external websites nor any ipv4 related outgoing
traffic.

[root@server ~]# firewall-cmd --direct --add-rule ipv4 filter OUTPUT 999 -j DROP
success

[root@server ~]# firewall-cmd --direct --get-all-rule

ipv4 filter OUTPUT 999 -j DROP

[root@server ~]# ping 8.8.8.8

PING 8.8.8.8 (8.8.8.8) 56(84) bytes of data.

ping: sendmsg:
ping: sendmsg:
ping: sendmsg:
ping: sendmsg:
ping: sendmsg:
ping: sendmsg:
ping: sendmsg:
i

--- B8.8.8.8 ping statistics ---

7 packets transmitted._, _ time 6134ms

[root@server ~]#

5. Add the following rule that has higher priority to allow outgoing icmp traffic.

firewall-cmd --direct --add-rule ipv4 filter OUTPUT 20 -p
icmp -Jj ACCEPT

You can verify the effect by issuing a ping to 8.8.8.8

AY2223 Page 27 of 38



ST2412 Linux Administration and Security

Lesson 4 Network and Service Access Controls

root@server ~]# firewall-cmd

.8) 56(84)

PING 8.8.8.8
64 bytes from

- 8.8.8.8 ping statistics ---
2 packets transmitted, 2 received,

[root@server ~]# |

root@server ~]# firewall-cmd --direct --add-rule ipv4 filter OUTPUT 20 -p icmp -j ACCEPT

--direct --get-all-rule

8.8.8.8 bytes of data.
64 bytes from 8.8.8.8: icmp seg=1 ttl=128 time=15.2 ms
8.8.8.8: icmp seq=2 ttl=128 time=11.3 ms

rtt min/avg/max/mdev = 11.348/13.272/15.196/1.924 ms

, time 1004ms

6. Add the following rules to allow outgoing packets that belong to a connection that is

already established

firewall-cmd --direct --add-rule ipv4 filter OUTPUT 30 -m
state --state ESTABLISHED,RELATED -j ACCEPT

(This rule is particularly useful to allow a server to reply to its clients' requests)

7. Add the following two rules to allow

outgoing traffic to HTTPS websites (TCP Port 443)

and queries to DNS servers (UDP Port 53)

firewall-cmd --direct --add-rule ipv4 filter OUTPUT 40 -p
tcp —-—dport=443 -j ACCEPT
firewall-cmd --direct --add-rule ipv4 filter OUTPUT 50 -p
udp -—dport=53 -j ACCEPT

and one more if you want to access to HTTP sites

firewall-cmd --direct --add-rule ipv4 filter OUTPUT 60 -p
tcp --dport=80 -j ACCEPT

Note: Although we set each of added rules with a unique priority. The system allows

rules to set with the same priority |

evel.

8. Check that you can browse an external website using HTTPS (eg www.bbc.com).

Note that you may not be able to browse to external websites using HTTP (eg

http://securitystartshere.org) if you
the HTTP port.

have not allowed (have you ?) outgoing packets to

9. Check that you cannot do a ssh to your client as your outgoing rules only allow HTTPS

and DNS connections.

10. Caveat - Try to tell the difference of

firewall-cmd --direct --get

VS
firewall-cmd —-list-all

-all-rules
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Be careful when using rules through direct interface as these rules are not listed through
the command firewall-cmd --list-all. You can view or edit them in the Firewall
GUI under View->Direct Configuration.

To make the rules permanent, you need to add the --permanent option. Permanent
direct interface rules are stored in /etc/firewalld/direct.xml.

11. To remove the rules using direct interface:

firewall-cmd --direct --remove-rule ipv4 filter OUTPUT 20
-p icmp -j ACCEPT

firewall-cmd --direct —--remove-rule ipv4 filter OUTPUT 30
-m state --state ESTABLISHED,RELATED -j ACCEPT

firewall-cmd --direct —--remove-rule ipv4 filter OUTPUT 40

-p tcp --dport=443 -j ACCEPT
firewall-cmd --direct --remove-rule ipv4 filter OUTPUT 50
-p udp --dport=53 -j ACCEPT
firewall-cmd --direct --remove-rule ipv4 filter OUTPUT 60
-p tcp --dport=80 -j ACCEPT

firewall-cmd --direct --remove-rule ipv4 filter OUTPUT
999 -3 DROP

or

you may use the Firewall GUI to remove all the direct interface rules. (This requires
you to enable the viewing of the Direct Configuration).

Firewall Configuration - o x

File Options View Help

~ fctive Bing ™ IPSets untime ¥
() 1CMP Types
Connections L_] 1
| [ Helpers
ens33 (ens3? TS
Default Zane: p| (¥ Direct Configurat Tation gives a more direct access to the firewall. These options require user to know basic iptables concepts, Le. tables, chains, commands,

rgets. Direct configuration should be used only as a last resort when it is not possible to use other firewalld features

Interfaces [ Lockdown Whitelist
Sources ( Active Bindings of each option has to be ipvd or ipvi or eb. With ipv4 it will be for iptables, with ipvG for iptables and with eb for ethemet bridges (ebtables),
Chalns Rules Passthrough
Add a rule with the arguments args to a chain in a table with a priority

The priority Is used to order rules. Priority O means add rule on top of the chain, with a higher pricrity the rule will be added further down. Rules with the same
priority are on the same level and the order of these rules is not fixed and may change. If you want to make sure that a rule will be added after another one, use a
low priority for the first and a higher for the following.

Add

Connection to firewalld established

Default Zone: public Log Denied: off Panic Mode: disabled Automatic Helpers: system (on) Lockdown: disabled
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~ Active Bindings

Connections

ens160 (ens160)
Default Zone: public

Interfaces

Sources

File Options View Help

Firewall Configuration

Configuratibn: | Runtime =

Direct Configuration

The direct configuration gives a more diffetaccess to the firewalt These options require user to know basic iptables concepts, i.e. tables|
commands, parameters and targets. Direct configuration should be used only as a last resort when it is not possible to use other firewall

The ipv argument of each aption has to be ipv4 or ipv6 or eb. With ipv4 it will be for iptables, with ipv6 for ip6tables and with eb for ethel
(ebtables).

Rules

Add a rule Wwith the argliments args to a chain in a table with a priority.

The priority is used to order rules. Priority O means add rule on top of the chain, with a higher priority the rule will be added further dow
with the same priority are on the same level and the order of these rules is not fixed and may change. If you want to make sure that ar.

SddET dTter another ONe, Useetewepratity for the first and a higher for the following.
ipv4 filter QUTPUT 999 -j DROP
ipv4 filter QUTPUT) 20 -p icmp -j ACCEPT
ipv4 filter  OUTPUT] 30 -m state --state ESTABLISHED,RELATED -j ACCEPT
ipv4 filter OUTPU] 40 -p tcp --dport=443 -j ACCEPT
ipv4 filter OUTPUT 50 -p udp --dport=53 - ACCEPT
ipv4 filter QUTPUT 60, -p tcp --dport=80 -j ACCEPT
Add

12. Proceed to the next section after you have cleared all the direct interface rules.

9. Exploring the block zone and drop zone

So far, we only focus on setting up rules (simple, rich and direct) to the public zone
which is tie to our ens160 network interface.

In fact, firewalld first check on the source of the incoming traffic to determine which
zone to be used to accept the traffic. Since we have not defined any 'source' to any of
the zones, thus, firewalld always bases on the interface (ie. ens160) and use public zone
to handle the incoming traffic. In this section, we explore to use block zone and drop
zone to see how 'source' can determine the zone selections.

On client:

1. Runthe following to add in source to the block zone:

firewall-cmd --zone=block --add-source= <IP of your server>

e.g.

success

[root@client ~]# firewall-cmd --zone=block --add-source=192.168.30.88

The above is run successfully to set the source to my server IP. (192.168.30.88).

2. You may enter the following command to check the block zone configurations:

firewall-cmd —--zone=block --list-all

AY2223
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block (active)
target:

interfaces:
sources:
services:
ports:
protocols:
forward: no
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:

[root@client ~]# firewall-cmd --zone=block --list-all

icmp-block-inversion: no

On Server:

3. To verify that you cannot connect to your client. You may try to ping it.

[student@server

PING

192.168.30

~1%
.130

ping 192.168.30.130 -c 3
(192.168.30.130) 56(84) bytes of data.

From 192.168.30.130 icmp seq=1
From 192.168.30.130 icmp seq=2
From 192.168.30.130 icmp_seqg=3

- 192.168.30.130 ping statistics
3 packets transmitted, @ received,

+3 errors, 100% packet loss, time 2006ms

The above shows the effect of block zone is handling the ping request when the
source of packets matches. The -c 3 option applied is to limit the ping to 3 times.

On Client:

4. To revert the firewall settings, remove the source configurations from the block

zone, type:

firewall-cmd --zone=block —--remove-source= <IP of your

server>

and

firewall-cmd —--zone=block --list-all

The 2" command of the above displays the configurations of the block zone.

AY2223
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[root@client ~]# firewall-cmd --zone=block --remove-source=192.168.30.88
success
[root@client ~]#
[root@client ~]#
[root@client ~]# firewall-cmd --zone=block --list-all
block
target: %%REJECT%%
icmp-block-inversion: no
interfaces:
sources:
services:
ports:
protocols:
forward: no
masquerade: no
forward-ports:
source-ports:
icmp-blocks:
rich rules:
[root@client ~]#

5. Repeat the Step 1 to Step but apply them to the drop zone. This will give you the 15t
hand experience to find out the difference between 'block' and 'drop' effects.

10. Protecting from brute force attack to sshd

ssh is a common way to enable remote secured shell access for Linux / Unix
administrators. However, once the sshd service is enabled, it may be subjected to brute
force attack.

One way to avoid this attack is to limit the number of failed login attempts.

We will install Fail2ban-firewalld package to our server to implement such brute force
attack counter measure. Fail2ban package works well together with firewalld.

Ref: ~https://devops.ionos.com/tutorials/install-fail2ban-on-centos-7-to-protect-ssh-via-firewalld/
~https://www.howtoforge.com/tutorial/how-to-install-fail2ban-on-centos/

Introduction of epel-release yum repository:

This repository provides Extra Packages for Enterprise Linux (EPEL) is a special interest
group (SIG) from the Fedora Project that provides a set of additional packages for RHEL
(and CentOS, and others) from the Fedora sources.

Ref: ~https://www.redhat.com/en/blog/whats-epel-and-how-do-i-use-it

On Server:

1. We need to add in epel-release repository to the system. To search and install, type:

dnf search oracle-epel-release
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[root@server ~]# dnf search oracle-epel-release

Oracle Linux 8 EPEL Packages for Development (x86_64) 3.2 MB/s | 35 MB 06:10
Oracle Linux & EPEL Modular Packages for Development (x86_64) 133 kB/s | 321 kB 00:02
========================= ============ Name Matched: oracle-epel-release
: Extra Packages for Enterprise Linux (EPEL) yum repository configuration
: Extra Packages for Enterprise Linux (EPEL) yum repository configuration

-epelL-release-e
[ront@Eserver -1 0

|dnf install oracle-epel-release-el8

(The .x86_64 suffix is optional)

2. Check if fail2ban has been installed yet.

[dnf info fail2ban-firewalld

or

dnf list installed | grep failZ2ban-firewalld

3. If it has not been installed run dnf update, then install fail2ban package.

dnf update
dnf -y install fail2ban-firewalld

(Note: we only need fail2ban-firewalld for our setup. To install the full set of
fail2ban, use dnf install fail2ban)

4. The default configuration folder of fail2ban is at /etc/fail2ban. The main
configuration file that is related for banning access is named jail.conf. We can also
add in additional 'jail' configuration settings by adding .local files into the
/etc/fail2ban/jail.d subfolder. (a drop-in folder, in Linux terminology.)

Create a new text file 'sshd.local' into the /etc/fail2ban/jail.d subfolder.
Add the following lines into the file to define our 'jail’ settings:

[sshd]

enabled = true

port = ssh

# you may comment out the following if you only want to log the failed login.
banaction = iptables-multiport

logpath = % (sshd log)s

maxretry = 3

# connection will be banned for 600 seconds when tried more than 3 times
bantime = 600

5. Start the fail2ban service now. Type in:

|systemctl start fail2ban

6. Verify if fail2ban service is running. Type in:

|systemctl status fail2ban
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[root@server jail.d]# systemctl start fail2Zban
[root@server jail.d]# systemctl status failZban

failZban.service - Fail2Ban Service
v ! ib/systemd/system/fail2ban.servick; disabled; yendor preset: disabled)
Active: ince Tue 2022-10-11 18:40:34 +087

: man:fail2ban(1)

530 artPTe=/bin/mkdir -p /run/failZban (code=exited, status=8/SUCCESS)
Main PID: 83681 (fail2ban-server)
Tasks: 5 (limit: 11408)
Memory: 15.2M
CGroup: /system.slice/fail2ban.service
L 83681 fusr/bin/python3.6 -s /usr/bin/fail2ban-server -xf start

Oct 11 18:48:34 server.example.com systemd[1]: Starting Fail2Ban Service...
Oct 11 18:48:34 server.example.com systemd[1]: Started Fail2Ban Service.
Oct 11 18:48:34 server.example.com failZban-server[83681]: Server ready

[root@server jail.d]#
(Note that the fail2an service is running but it is not enabled. It implies it will not

automatically start in the next boot up.)

Verify if fail2ban is running and the sshd.jail is set. Type in:

fail2ban-client status

8.

[root@server jail.d]# systemctl start failZban
[root@server jail.d]# failZban-client status
Status

| - Number of jail: 1

"o Jail list: sshd

[root@server jail.d]# |

(The above shows that the sshd jail is ready.)

To check whether there is any banned ip. Type:

fail2ban-client status sshd

AY2223

[root@server jail.d]# fail2ban-client status sshd
Status for the jail: sshd

|- Filter
|- Currently failed: 1

|
| |- Total failed: 1
| _- Journal matches: SYSTEMD UNIT=sshd.service + COMM=sshd

| - ntly banned-

|- Total banned:
"- Banned IP list:

[root@server jail.d]#

Now the fail2ban is activated and ready to block connections from blacklisted IP
addresses. The blacklist IP addresses will be defined in a customised iptables chain*
which can be used to define iptables direct rules to deny / accept a set of IP
addresses. Verify if your system has any iptables chain objects, type in:

|iptables -L

or
liptables -L <a known iptable chain name>]|

Note: There is no customised iptable chain defined in the system at the beginning
even the fail2ban has been started.
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[root@server ~]# iptables -L
Chain (policy ACCEPT)
target prot opt source
Chain (policy ACCEPT)
target prot opt source
Chain (policy ACCEPT)
target ot opt source
[root@server ~1# |

destination

destination

destination

(Note: INPUT, FORWARD, and OUTPUT are system build-in default chains. And they

are all empty at this point.).

On Client:

10.
server with wrong passwords.

Verify if fail2ban is guarding your sshd from brute force attack by trying ssh to your

[root@client ~]# ssh student@l92.168.30.88
student@l92.168.30.88's password:
IActivate the web console with: systemctl enable

Last login: Mon Oct 10 14:48:00 2022
student@server ~]$ echo I am in

nt@server ~]$ exit

onnection to 192.168.30.88 closed.

[root@client ~]# ssh student@l92.168.30.88
student@192.168.30.88's password:
Permission denied,
student@l192.168.30.
Permission denied,
student@l92.168.30.88"'

assword:

[root@client ~]#
[root@client ~]#

--now cockpit.socket

please try again.
s password:

In the above session, the first ssh session to server from client is successful. The
second attempt uses all wrong passwords then triggers the fail2ban effect.

On Server: (within 5 minutes)

11. Check if we can see there is a blacklisted ip for sshd access, Type:

fail2ban-client status sshd

[root@server ~]# failZban-client status sshd
Status for the jail:

|- Filter

| |- Currently failed:
| |- Total failed:

| - Journal matches:

iYSTEMD_UNITzsshd.service + COMM=sshd
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12. Verify if a new iptables chain has been defined by fail2ban and if there are any direct
rule in the chain to block your client IP from accessing to the server.

[root@server ~]# iptables -L
Chain INPUT (policy ACCEPT)

rot opt source destination
-- anywhere anywhere multiport dports.

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

(1 references)

opt destination

-- anywhere
rver ~1# |

As depicted at the above, a new chain appears with the name, f2b-sshd. A new rule
is added to the default INPUT chain to channel all the incoming ssh traffic to this f2b-
sshd chain. Ssh traffic is defined by the destination port equals to ssh (dports ssh).

In the definition of the f2b-sshd chain, we can see the client IP has been blocked by a
REJECT rule (The first rule). The last rule in the f2b-ssh chain allows other source ip
packet to proceed by returning the flow to the INPUT chain.

13. Verify if the /var/log/secure file has logged the invalid ssh access attempts :

cat /var/log/secure | grep -i 'failed password'

[root@server ~]# tail /var/Tog/secure | grep 'Failed password’

Oct 11 18:45:81 server sshd[83902]: Failed password for student from
Oct 11 18:45:86 server sshd[83902]: Failed password for student from
Oct 11 18:45:11 server sshd[83902]: Failed password for student from
[root@server ~]# ||

4430 ssh2
4430 ssh2
34430 ssh2

(Note: grep with -i switch is to allow non-case sensitive matching)

For you information, the working concept of fail2ban is based on the log content to
determine if failed attempts have made on various services. SSH is one of them,
based on the similar approach, administrator can use fail2ban to monitor and ban
access on other type of services, such as web service, email service and etc ....

14. Wait for 5 minutes or longer and verify what will happen to the f2b-sshd Chain and
the iptable rule:

[root r ~]# iptables -L
Chainﬁ(pulicy ACCEPT)
rot opt source destination
ﬁ multiport - .

tcp -- anywhere anywhere

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

(1 references)
destination
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As shown , the iptables chains are remaining. But there are no more REJECT rules.

15. Re-run the fail2ban-client status sshd:

[root@server ~]# fail2ban-client status sshd
Status for the jail: sshd

O Actmns

m"“ﬂ

[root@server ~]

- FJ.
I
|
| “SYSTEMD UNIT=sshd.service + COMM=sshd

16. Reset your server setting by stopping the fail2ban sshd jail gracefully. Type:

|fail2ban—client stop sshd

17. Now you can stop your fail2ban server. Type:

|systemctl stop failZban

m—u]# systemctl stop failzZban

[root@server ~1#
[root@server ~]# iptables -L
Chain INPUT (policy ACCEPT)

~j# fail2ban-client stop sshd

[root@server ~]#

target prot opt source destination
Chain FORWARD (policy ACCEPT)
target prot opt source destination
Chain OUTPUT (policy ACCEPT)
target prot opt source destination

As shown, fail2ban-client will remove the customised f2b-sshd chain from the

iptables.

Additional Reference:

Home page of the firewalld - https://firewalld.org/

firewall-cmd Cheat Sheet - https://cheatography.com/mikael-leberre/cheat-sheets/firewall-

cmd/

Running a quick NMAP scan - https://www.redhat.com/sysadmin/quick-nmap-inventory
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Port Scanning Basics - https://nmap.org/book/man-port-scanning-basics.html

Linux security: Protect your systems with fail2ban -
https://www.redhat.com/sysadmin/protect-systems-fail2ban

End of Practical

AY2223 Page 38 of 38


https://nmap.org/book/man-port-scanning-basics.html

